NudpopmannonHas namMsTka

C KaX/IbIM TrOJJOM MOJIOACKH B MHTEPHETE CTAHOBUTCS OOJIbINE, a MIKOJIHHUKH OJHU M3 CaMBIX
aKTMBHBIX Iojab30oBarened Pynera. Mexay TeM, IIOMHMO OTPOMHOIO  KOJUYECTBA
BO3MOXXHOCTEH, MHTEPHET HECeT W MpoOJIeMbl. DTa MaMsATKa JOJDKHA MOMOYb Tebe 0e30macHo
HaXOJIUThCS B CETH.

KomnbroTepHbie BUPYCHI

KomnbroTepHblil BUpYC - 3TO pPa3HOBUAHOCTb KOMIIBIOTEPHBIX HIPOTPaMM, OTIMYUTEIbHOU
0COOEHHOCTBIO KOTOPOHl SBIsETCS CIIOCOOHOCTh K pasMHOXKEHHIO0. B pononHeHue K 3ToMmy,
BUPYCHl MOTYT TOBPEAMTh WM TIIOJHOCTBIO YHHUYTOXHUTH Bce (ailibl W JaHHBIE,
MOJKOHTPOJIbHBIE TTOJIH30BATEN0, OT UIMEHU KOTOPOTo OblIa 3aIlylleHa 3apakeHHas: IporpaMma,
a TaKXKe TMOBPEIUTh WIM JIa)Ke YHUYTOXXUTH ONEPALMOHHYIO CHUCTEMYy CO BceMu (aiimamu B
11eJ10M. B OonbIIMHCTBE CllydaeB pacpoCTPaHSIIOTCS BUPYChl UEPE3 UHTEPHET.

MeTobl 3alUTHI OT BPEAOHOCHBIX IPOrPaMM:

1. Ucnonb3yit cOBpeMEHHbIE OIEPallMOHHBIE CUCTEMBI, UMEIOLUE CEPbE3HbII YPOBEHb 3allUThI
OT BPEIOHOCHBIX IPOTPaMM;

2. IloctosHHO ycraHaBiuMBal mayTu (UMQPOBBIE 3aIUIATKU, KOTOpPblE aBTOMATHUYECKU
YCTaHABIMBAIOTCA C ILEJIbI0 JO0pabOTKM MpOrpaMMbl) M JIpyrue OOHOBIIEHHS CBOEHU
orepanmoHHol cucreMbl. CkaunBail X TOJNBKO ¢ ounuaipHoro caira pazpadorunka OC. Eciu
CYILIECTBYET PEKUM aBTOMATUYECKOTO OOHOBJIEHUS, BKIIIOUH €T0;

3. Paboraii Ha cBOEM KOMIIbIOTEpPE MOJ MpaBaMU IOJb30BaTENsl, a HE aMUHUCTpaTOpa. JDTO HE
MO3BOJIMT OOJIBIIMHCTBY BPEJOHOCHBIX IPOrpaMM HMHCTAJUIMPOBATHCSI Ha TBOEM NEPCOHATIBHOM
KOMIIBIOTEPE;

4. Vcnonp3ylh aHTUBMPYCHBIE NPOTPaMMHBIE HPOAYKTHl HM3BECTHBIX IPOU3BOAUTENEH, C
aBTOMaTHYECKUM OOHOBIIEHUEM 0a3;

5. Orpannyb (pu3HYecKHid JOCTYI K KOMIIBIOTEPY U1l TOCTOPOHHUX JIULL;

6. Vcnonb3yil BHENIHME HOCUTENM HH(OpMalWU, Takue Kak ¢iemka, AUMCK Wiau (ain u3
MHTEPHETA, TOJIBKO U3 IPOBEPEHHBIX UCTOYHHUKOB;

7. He oTkphIBail KOMIbIOTEpHbIE (hailiibl, MOJYUYEHHbIE U3 HEHAJEKHBIX MCTOYHUKOB. Jlaxe Te
(aiinbl, KOTOpbIE MPUCIaT TBOW 3HaKOMBIH. Jlyullie yTouHM y HEro, OTHpaBIsii JIM OH TeOE UX.
Ceru WI-FI

Wi-Fi - 510 He BuA nepenaun JaHHBIX, HE TEXHOJIOTHs, & BCEro JIHIIb OpeHs, Mapka. Eme B 1991
rofly HHJEpiaHJIcKas KommaHus 3apeructpupoBaia Opena "WECA", dro o6o3Hadano
cioBocouetanue "Wireless Fidelity", koTopslil mepeBoauTcst Kak "GecrpoBOAHas TOYHOCTD'.

Jlo Hamero BpeMeHu jAouuia Apyras abOpeBuaTypa, KOTopas SBISETCS TaKOH K€ TEXHOJIOTHEH.
Oto abOpeBuarypa "Wi-Fi". Takoe Ha3BaHue OBLJIO JaHO ¢ HAaMEKOM Ha CTaHIAPT BBICIIEH
3BykoBoil TexHuku Hi-Fi, uto B nepeBosie o3HauaeT "BbICOKasi TOUHOCTH".

Ja, OecnnaTHBI MHTEpPHET-IOCTYN B Kade, OTENsiX U adporoprax SBISETCS OTIWYHOU
BO3MOXHOCTBIO BbIXOJ/1a B MHTepHET. Ho MHOTHE AKCHEepTHl CYMTAIOT, YTO 001Ie10cTynHble Wi-
Fi cetu He aBnsitoTCs 6€30MaCHBIMHU.

CoBetsl 10 Oe30macHOCTH paboThI B 00mIe10CTYIHBIX ceTsix Wi-fi:

1. He nepenaraii cBoro nuunyto uHdopmanuio depes odmenocrynasie Wi-Fi ceru. Pabotast B
HUX, eJIaTeJIbHO He BBOJUTH MAapOJIK JOCTYIIA, JIOTUHBI U KaKue-TO HOMepa;

2. HWcnonp3yil v OOHOBIANW aHTUBUPYCHBbIE MporpaMMmbl M OpaHamayep. Tem caMbIM Tbl
obe3omacuiib ce0s OT 3aKa4YKH BUpyca Ha TBOE YCTPOUCTBO;



3. Ilpu ucnonb3oBanuu Wi-Fi orkmroun pynknuro "OO6mmii qoctyn K daitiaM v mpuHTEpam'.
JanHas QyHKIMS 3aKpbITa 110 YMOJIYaHUIO, OJIHAKO HEKOTOpBIE MOJB30BATEIH aKTHBHPYIOT €€
JUTSL yI0OCTBa MCIIOJIB30BaHMSI B paboTe min yuebe;

4. He ucnonw3yit nyonuuneiii WI-FI nns nepenaum nuuHbBIX JaHHBIX, HAIPUMEpP AJs BbIXO/a B
COLMAJIbHBIEC CETH WM B 3JICKTPOHHYIO I1OUTY;

5. Wcnonp3yit Tosbko 3amuinenHoe coenuuenune yepe3 HTTPS, a ne HTTP, T.e. mpu Habope
BeO-aapeca BBoau uMeHHO "https://";

6. B mo6unsHOM Tenedone otkaoun Gynkmuto "[logkmouenne k Wi-Fi aBromatnyecku". He
JIOITyCKail aBTOMAaTUYECKOT0 MOAKII0YEeHUs ycTpoiicTBa k ceTsiM Wi-Fi 0e3 TBoero corunacusi.
CounajbHble ceTH

ConmanbHble CETH aKTHBHO BXOJSAT B Hally YXHU3Hb, MHOTHE JIIOIM PAaOOTAIOT U KUBYT TaM
noctosiHHO, a B Facebook yke 3apermcrpupoBaH MWUIHAPI YEIOBEK, YTO SBISICTCS OMHOMN
CeIbMOM BCEX JKMTENIEH IJIaHeThl. MHOTHE MOJBb30BATEIM HE MOHMMAIOT, 4TO WH(pOpMAaIus,
pa3MeIIeHHas UMU B COIIMANIBHBIX CETAX, MOXKET ObITh HaliJleHa U MCIOJIb30BaHA KEM YrOJHO, B
TOM YHCJIE HE 0053aTeIbHO ¢ OJaruMU HaMEPEHUSAMH.

OcHOBHBIE COBETHI 110 6€30MaCHOCTH B COIIMANIBHBIX CETSIX:

1. Orpannub cnucok Jpy3eil. Y Tebs B Apy3bsiX HE JOKHO OBITh CIydalHBIX U HE3HAKOMBIX
JIIOJIEH

2. 3ammmail CBOIO YacTHYIO >KM3Hb. He ykaswiBail mapoinu, TenedoHBI, ajapeca, AaTy TBOETO
POXACHUS W JAPYTYIO JIMYHYI0 HH(pOpMauio. 3MOYMBIIIICHHUKH MOTYT HCIOJIB30BaTh Jaxe
UH(POPMALIHIO O TOM, KaK Thl M TBOM POJUTEIH IUTAHUPYETE POBECTH KaHUKYJIBI;

3. Bammiai cBOIO penyTaluio - JEp>KU €€ B YUCTOTE U 3ajaBail cebe BOMpOC: XoTed Obl Thl,
4yTOOBl JIpyrHe MOJIb30BATE€IN BHJIENH, YTO Thl 3arpyxkaeuib? [lomymaii, mpexzae dem dYTO-TO
OIyOJIMKOBATh, HAMKCATh U 3aTPY3UTh;

4. Ecnu Tl TOBOPHILB C JIFOJbMH, KOTOPBIX HE 3Haellb, HE HCIOJIb3YH CBOE peaJlbHOEe UMs U
JPYTyIo JUUHYIO0 HH(GOPMALUU: UMsI, MECTO JKUTENBCTBA, MECTO Y4eObl U ITpoYee;

5. N36erait pasmenienus ¢ortorpaduii B HTepHeTe, rae Thl M300pakeH HA MECTHOCTH, IO
KOTOPOI MO>KHO OTPEIETINTh TBOE MECTOIIOIOKEHHE;

6. Ilpu perucTpanmuu B COLUMAIBHOW CETH HEOOXOAWMO WCIIONB30BaTh CIIOKHBIE MapOJIH,
cocTosmue u3 OykB v UG U ¢ KOJUYECTBOM 3HAKOB HE MEHEE §;

7. Ans conuanbHON CETH, MOYTHI U IPYTUX CATOB HEOOXOAMMO MCHOJIb30BaTh pa3HbIE MapOJIH.
Torna ecnu Te0s B31I0OMAIOT, TO 3JI0YMBILIUIEHHUKH MOJy4aT AOCTYI TOJIBKO K OJJHOMY MECTYy, a
HE BO BCE Cpazy.

DJIeKTPOHHBIE IeHbI'H

ONEeKTPOHHbIE JEHbI'M - 3TO OYEeHb YAOOHBIH CHocod miaTeked, OJHAKO CYIIECTBYIOT
MOIIICHHUKH, KOTOPBIE XOTST MOIYYUTh ITH JICHBTH.

DJeKTPOHHBIE JIEHBTM TIOSBHJINCH COBCEM HEIAaBHO W HWMEHHO H3-32 3TOTO BO MHOTHX
rocyaapcTBax J0 CHX TOp He MPOIMCAHO PO HUX B 3aKOHAX.

B Poccun xe oHu (yHKIMOHHUPYIOT U O HUX YK€ MPOMHUCAHO B 3aKOHE, TJIe X pa3AessioT Ha
HECKOJIbKO BHJIOB - aHOHMMHBIE M HE aHOHMMHBIE. Pa3HHIIa B TOM, YTO aHOHMMHBIE - 3TO T€, B
KOTOPBIX paspeliaercss MpOBOAUTH Omnepauuu 0e3 HAeHTH(UKAUK [OoJb30BaTes, a B
HEaHOHMMHBIX MJIEHTH(UKALINS TOJIb30BATEINS ABISETCS 0053aTENBHOM.

Taxxe cienyer pa3auyarh 3JEKTPOHHbIE (pUATHBIE JEHBIU (PaBHBI FOCYAaPCTBEHHBIM BaJlIOTaM)
U JICKTPOHHBIC He(UATHBIEC ACHBIH (HE paBHBI TOCY/IaPCTBEHHBIM BATIOTAM).

OcHOBHBIE COBETHI 110 6€30MaCHOI paboTe C ITEKTPOHHBIMU J€HbIaMU:



1. IlpuBsku K cuery MOOWIBHBIN TenmedoH. DTO camblii yAOOHBIM M OBICTPBIH CHOCOO
BOCCTAHOBUTH JOCTYN K cuery. [lpuBsizanHbIi TenedoH mOMOXeT, eciu 3alyaems CBOH
IJIATEKHBIN MMAPOJIb WU 3aAEIIb HA CAUT C HE3HAKOMOT'O YCTPOMCTBA;

2. Ucnonp3yii ogHOpa3oBbie maponu. [locie mepexona Ha yCUIICHHYIO aBTOPHU3AIUIO TeOe yxe
He OyJeT yrpoxkarh ONMacHOCTh KPaXXH WM NepexBaTa IIaTeKHOTO MapoJis;

3. BoeibGepu cnoxsblli mapodib. IlpecTynmHukaM OyaeT HE MPOCTO yrajaaTh CIOKHBIA TapoJb.
Haznexxuble maposu - 3TO maposiv, KOTOpPhIE COAEepKAT He MeHee 8 3HAKOB U BKIIOYAIOT B ce0s
CTPOYHBIE U TPONUCHBIC OYKBbI, HU(PHl U HECKOJIbKO CHUMBOJIOB, TaKM€ KaK 3HAK J0JUIapa,
¢dbyHTa, BOCKJIMIIATEIbHBIN 3HaK U T.11. Hanpumep, $tROng!;;

4. He BBOAM CBOM JINYHBIE JAHHBIE HA CaliTaX, KOTOPBIM HE J10BEPSEILb.

DJIEKTPOHHAsI TOYTA

ONEeKTpOHHAas MOYTa - 3TO TEXHOJIOTHS U IPEAOCTaBISIEMbIE €10 YCIYTU IO IEPECBUIKE U
MOJYYECHUIO AJIEKTPOHHBIX COOOILICHH, KOTOpPBHIE PACHPEICNSIOTCS B KOMIIBIOTEPHOW CETH.
OO6b1yHO 3JIEKTPOHHBIN MOYTOBBIA  SIIIMK  BBIVISIUAT CJIeIYIOLIUM obpazom:
UMs_TIOJIb30BaTeNA(@uUMs_JoMeHa. Takke KpoMme Tepeladyd MpPOCTOro TEeKCTa, HMeEeTCs
BO3MOXXHOCTh TepeaaBaTh (paiibl.

OcHOBHBIE COBETHI 110 6€30MaCHOI paboTe C AIEKTPOHHOM MMOYTOI:

1. Hamo BBIOpaTh NpaBWIIBHBIA IOYTOBBI CepBUC. B HHTEpHETE €cThb OTPOMHBINA BBHIOOP
OecIIaTHBIX MOYTOBBIX CEPBHCOB, OJJHAKO JIyUllle JOBEPATh TEM, KOTO 3HAEUIb U KTO IEPBLIN B
peuTHHrE;

2. He yxa3piBall B JMYHON mnouTe Ju4HYyl0 HHpopmauuio. Hampumep, nydmie BbiOpaTh
"My3bIKanbHbIN _(panat@" unu "pokx2013" Bmecto "temal3";

3. Hcnonb3yil IBYX3TalHYHO aBTOPU3ALMIO. DTO KOTJla IOMUMO MApOJis HY)KHO BBOJUTH KO/,
npuchUIaeMbiil o SMS;

4. Boibepu cinoxHBIA apoib. s KakJ0ro MOYTOBOTO SIIIKUKA JOJKEH ObITh CBOW Ha/IEKHBIH,
YCTOWUYMBBIN K B3JIOMY I1apOJIb;

5. Ecim ecTtp BO3MOXHOCTh HamMCaTb CAaMOMY CBOM JIMYHBIM BOIIPOC, HCIHOJIB3YH OTYy
BO3MO>KHOCTb;

6. Mcnonb3yil HECKOJIBKO MOUYTOBBIX SIIMKOB. [lepBhIii /U1 yaCTHOM MEPENUCKH C ajpecaTami,
KOTOPBIM ThI JIOBEPSAECIIb. DTO NEKTPOHHBIN aJipec HE HaJ0 HUCIIOJIb30BaTh IPU PErUCTpalliy Ha
dopymax u caiitax;

7. He oTkpeiBail ¢ailnel U Apyrue BIOXKEHHS B MHUCbMax, Aa)X€ €CJIM OHU MPUILIM OT TBOMX
npys3eil. Jlydine yTouHH y HUX, OTHPABIIsUIM JIM OHU TeOe 3TH (ailibl;

8. Ilocne oxoH4YaHHs pabOTHI Ha MOYTOBOM CEpBHCE Mepes 3aKpbITHEM BKJIAJIKU C CAlTOM He
3a0yap HaxaTh Ha "Beriitu".

KuOepOy/utHHT MM BUPTYaJibHOE M3/1€BATEJIbCTBO

KubepOymnuHr - mnpecienoBaHHe COOOIMICHUSIMH, COJEPKALIMMH OCKOPOJIEHHs, arpeccuio,
3allyTMBAaHUE; XYJIUTAaHCTBO; COLUAIbHOE OOMKOTHPOBAHME C TIOMOIIbIO PA3IMYHBIX HUHTEPHET-
CEPBHCOB.

OcHOBHBIE COBETHI IO 60pbOE ¢ KUOEPOYIITMHIOM:

1. He Opocaiicst B 60#. Jlyumuii cioco6: mocoBeToBaThCs Kak ceOs BECTHU U, €CIIM HET TOTro, K
KOMY MOXHO OOpaTuThCs, TO BHayale YCHOKOMTbCA. Ecim Thl HauHemb OTBEYaTh
OCKOpOJIEHUSIMU Ha OCKOPOJIEHHSI, TO TOJIBKO el1le 0O0JIbIIe pa30XKellb KOH(INKT;

2. Yopasnsaii cBoell kubeppernyranuei;

3. AHOHUMHOCTH B ceTd MHUMas. CyIlecTBYIOT CIOCOObI BBISICHUTh, KTO CTOUT 32 aHOHUMHBIM
aKKayHTOM;



4. He cTouTt BecTH XyJIUTaHCKUN o0Opa3 BUPTyalbHOW XU3HU. MIHTEpHET UKCHpPYET BCE TBOU
JeMCTBUS M COXpaHSET UX. Y JaUTh UX OyAeT KpaiiHe 3aTpyIHUTEIbHO;

5. Cobmroiaii CBOXO BUPTYaTbHYIO YE€CTh CMOJIOY;

6. Urnopupyit enuHuuyHblii HeraTuB. OJHOPA30BbIE OCKOPOUTENIbHBIE COOOLICHHS JydIle
UTHOpUpOBaTh. OOBIYHO arpeccus MpeKpalaeTcs Ha Ha4yaaIbHOU CTa UM,

7. ban arpeccopa. B nporpammax oOMeHa MIHOBEHHBIMHM COOOILEHUSMH, B COLMAIBHBIX CETSIX
€CTh BO3MOYKHOCTh OJIOKHPOBKH OTIIPABKH COOOILEHHH € ONpEesIEHHBIX aAPECOB;

8. Eciu ThlI cBujeTens kubepOymiauHra. TBou NeicTBUA: BBICTYIHMTH IPOTUB IMpecienoBaTers,
IIOKa3aTb €My, YTO €ro JEHUCTBUs OLEHMBAIOTCS HEraTHBHO, IOIACpXkaTh >KEPTBY, KOTOPOMU
HYXXHa TICUXOJIOTHYECKasi MOMOIIb, COOOIIUTH B3POCIBIM O (haKTe arpeCCUBHOTO MOBEICHHS B
CETH.

MoOunbHbIi TesiedoH

CoBpeMeHHble cMapT(HOHBI U TUIAHIIETH COAEPKaT B ceOe BIIOJIIHE B3POCIHbIA (YHKIMOHAM, U
TeNnepb OHM MOTYT KOHKYPHpPOBaTb CO CTAallMOHAPHBIMM KoMIbroTepamu. OOHAKO, CpEncTB
3alMUThl JJIs1 NOJOOHBIX YCTPOWCTB MOKa OYEHb Majo. TecTUpOoBaHHE M MOUCK YSI3BUMOCTEH B
HUX NIPOMCXOJUT HE Tak MHTEeHCUBHO, kak ais I[IK, To ’xe camoe kacaercss U MOOMJIBHBIX
TIPUITOKEHU .

CoBpeMeHHBIE MOOMIIbHBIE Opay3epbl yKe MPAKTUYECKH JOTHAINA HACTOJIBHBIE aHAJIOTH, OJTHAKO
pacmmpenue yHKIIMOHAIA BIICYET 32 COO0M OOJIBITYIO CJI0KHOCTh U MEHBIITYIO 3alUIIICHHOCTb.
Jlaieko He Bce MPOU3BOAUTENM BBIIYCKAIOT OOHOBJIEHMS, 3aKpBIBAIOIINE KPUTHUUYECKUE
YSI3BUMOCTH ISl CBOUX YCTPOMCTB.

OcHOBHBIE COBETHI AJ1s1 0€3011aCHOCTH MOOMIIBHOTO TenedoHa:

Huuero He sBisercs mo-HacrosimieMy OecrulaTHeIM. bBbynbs ocrtopokeH, Benb Korga Tebe
IpeyiaratoT 6eCIUIaTHbI KOHTEHT, B HEM MOTYT ObITh CKPBIThI KAKME-TO IUIaTHBIE YCIIYTH;
Hymaii, npexxae yem otnpaButh SMS, ¢oTo mnmm Bugeo. Tl TOUYHO 3HaelIb, i€ OHU OyAyT B
KOHEYHOM HUTOre?

Heo0xonrnMo 0OHOBIIATE ONEpallMOHHYIO CUCTEMY TBOEro cMapT(hoHa;

Hcnonp3yit aHTUBHPYCHBIE IPOTPaMMBbl JJ11 MOOUJIBHBIX TeNE(OHOB;

He 3arpyxaii npuiio)keHHs OT HEU3BECTHOTO MWCTOYHHKA, BEAb OHU MOTYT COJEpP’KaTh
BPEIOHOCHOE MPOrpaMMHOE 00€CIIeUeHHUE;

[Tocie Toro kak Tl BBIACHIb C caiiTa, I/ie BBOJWI JIMYHYIO HH(DOPMAIUIO, 3ali 11 B HACTPOUKU
Opaysepa u ynanu cookies;

[Teproanuecku MpoBepsii, KAKHUE IUIATHBIE YCIIYTH aKTUBUPOBAaHbI HA TBOEM HOMEPE;

JlaBaii cBoif HOMep MOOWIBHOrO TenedoHa TOJNBKO JIOASM, KOTOPBIX Thl 3HAEHIb M KOMY
JIOBEpsiClIb;

Bluetooth momxeH OBITH BBIKIIOYEH, KOTJa Thl UM HE Mojib3yembcs. He 3a0biBail mHOTIA
IIPOBEPSTH 3TO.

Online urpsi

CoBpeMeHHbIE OHJIAHH-UTPBI - 3TO KPACOYHbIE, 3aXBaThIBAIOIINE pa3BIeueHUs, 00bEINHSIONINE
COTHH TBICAY YEJIOBEK MO BceMy MHpY. Mrpoku uccienyoT JaHHBIH UM MUp, OOLIAIOTCS APYT C
JPYTOM, BBIMOJHSIOT 3aJaHusl, CPAXKAIOTCA ¢ MOHCTPAMHU U IOJIYYalOT OIBIT. 3a yJIOBOJBCTBUE
OHH TUIATAT: MOKYMAIOT IUCK, OIUIAYMBAIOT ADOHEMEHT MJIH MPHOOPETAIOT KaKUe-TO OIIIUH.

Bce atu cpeactBa uayT Ha mojjep)aHHe W pa3BUTHE WIPHI, a TaKKe Ha caMy 0€30MacHOCTD:
COBEpUICHCTBYIOTCA CUCTEMbI aBTOPH3allMH, BBIMYCKalOTCA HOBbIE MaTuu (IU(pPOBBIE 3aIlJIaTKU
JUISI IPOTPaMM), 3aKPBIBAIOTCS YA3BUMOCTH CEPBEPOB.



B momoOHBIX Urpax CTOMT onacaTrbcs HE CTOJBKO CBOMX CONEPHHMKOB, CKOJIBKO KpaXKM TBOETO
napoJisi, Ha KOTOPOM OCHOBaHa CUCTEMa aBTOPHU3alUU OOJIBIIMHCTBA UTP.

OcCHOBHBIE COBETHI IO OE€30MTACHOCTH TBOETO UTPOBOTO aKKAyHTA:

1. Ecnu npyroit urpok Beper celst II0XO MM co37aeT TeOe HEeMPHUIATHOCTH, 3a0J0KUPYH ero B
CIIUCKE UTPOKOB;

2. Ioxamyiics agMUHHCTpAaTOpaM HUIpbl Ha IUIOXOE IMOBEAECHUE ATOr0 HUIPOKa, KeJaTeabHO
HPUIIOKUTH KaKHe-TO JI0Ka3aTeNIbCTBA B BUJIE CKPHUHOB;

3. He yka3wiBaii tnunyro nuHdopmaiuio B mpodaiie urpsl;

4. YBaxail Apyrux y4acTHUKOB 110 UTPE;

5. He ycranaBnuBaii HeO(UITUAIBHBIE TATYN U MOJIBI;

6. Mcnonp3yil ClI0KHbIE U pa3HbIe AapOJIH;

7. Jlasxe BO BpeMs UI'Pbl HE CTOUT OTKJIIOYaTh aHTUBHUpPYC. Iloka Tl Urpaeib, TBOM KOMIIBIOTED
MOTYT 3apa3UTh.

@OUIIMHT WIM KPa’Ka JIUYHBIX JAHHBIX

OObIUHOM Kpakel JeHer U JIOKYMEHTOB CEeroJHs YK€ HHUKOTO He YAMBMIIb, HO C Pa3BUTHEM
UHTEPHET-TEXHOJOIMH 3JIOYMBIIIJICHHUKH TEePEMECTHIINCh B HMHTEPHET, M IPOJODKAIOT
3aHUMATHCA "TIOOUMBIM" HEJIOM.

Tak nosiBUIachk HOBAst YTpo3a: HHTEPHET-MOIIEHHINYECTBA WM (DUILUHT, TIaBHAS LIEJIb KOTOPOTO
COCTOMT B IOJIyUEHUHU KOH(UICHIMAIBHBIX JaHHBIX MOJIb30BaTeNeH - JOrMHOB M maposieil. Ha
aHrmiickoM si3bike phishing ynraercst kak ¢ummar (ot fishing - peiOHas nmosis, password -
MapoJib).

OcHOBHBIE COBETHI 110 60pHOE ¢ QUITHHTOM:

1. Cnenu 3a cBouM akkayHTOM. Eciin Tl OJj03peBaelllb, YTO TBOSI aHKETa ObUIa B3JIOMaHa, TO
HE00X01MMO 3a0JIOKMPOBATh €€ U COOOIUTh aAMUHUCTPATOpPaM pecypca 00 3TOM KaK MOXHO
CKOpEE;

2. Ucnonb3yit OezonacHble BeO-CaiiThl, B TOM YHCIIe, HHTEPHET-Mara3uHoB U IOUCKOBBIX CUCTEM;
3. Ucnonw3yit ciioxHBIE U pa3Hble Napoiu. Takum oOpa3oM, eciu TeOs B3JIOMAalOT, TO
3JI0YMBIIIJIEHHUKH TOIy4YaT JOCTYH TOJIBKO K OJJHOMY TBOEMY NMPO(UIIIO B CETH, a HE KO BCEM;

4. Eciun Tebs B37IOMaIM, TO HEOOXOAUMO MPEAYNpPENnUTh BCEX CBOMUX 3HAKOMBIX, KOTOpBIE
00aBJIEHBI Y T€0SI B PY3bSAX, O TOM, YTO T€Os B3IOMAJIM M, BO3MOXKHO, OT TBOETO UMEHH OyJeT
pacchlIaThes CIaM M CChUIKM Ha (PUITMHTOBBIE CAMTHI;

5. Ycranosu HazexHbli naposs (PIN) Ha MOOMIIBHBIN TenedoH;

6. OTKIII0YM coXpaHEeHHe Mmapos B Opaysepe;

7. He oTkpeiBail ¢ailnel U Apyrue BIOXKEHHS B MHUCbMax, AK€ €CJIM OHU MPUILIM OT TBOMX
npy3eit. Jlydiie yTouHu y HUX, OTIPABIISUIN JIM OHU Te0e 3T (aiiibl.

Hudposas penyranus

[MudpoBast penyrauust - 3TO HEraTUBHAs WM NO3UTHBHas HH(pOpMalus B CeTH O Tebe.
Komnpomerupytomas unpopmanus, pa3MelieHHas B UHTEPHETE, MOXKET CEpbe3HbIM 00pa3oM
OTpa3uThbcsA Ha TBOEW peanbHOW Xu3HU. "Lludposas pemyramus” - 370 TBOH UMUK, KOTOPBIHA
dopmupyetcst u3 uHpopMaIMK O Tebe B MHTEPHETE.

TBoe MecTo >KHUTEeNbCTBA, yueObl, TBO€ (PMHAHCOBOE IOJIOKEHUE, OCOOEHHOCTH XapakTepa U
pacckasbl 0 OJM3KUX - BCE 3TO HAKAIJIMBAETCS B CETH.

MHorue mnoJIpOCTKH JIETKOMBICIIEHHO OTHOCSTCS K MNYyOJIMKaluu JUYHOM HHQOpMalMHu B
WnTepHere, He MOHUMAasi BO3MOKHBIX MOCNEACTBUI. Thl 1axe HE CMOXKEIIb JOTaJaThCs O TOM,
yT0 (hoTorpadusi, pazmerieHHas 5 JeT Ha3aj, cTajla IPUYMHON 0TKa3a NPUHATH Te0s Ha paldoTy.



KommenTapuu, pazMenienre TBoux Gororpaduii u apyrue AelcTBUS MOTYT HE UCUE3HYTh Jlaxke
MOCJIe TOTO, KaK Thl UX YAANUIIb. Thl HE 3HACIIh, KTO COXPAHMI ATy HH(POPMAIUIO, TIOTana 1
OHa B TIOWMCKOBBIC CHCTEMBbl M COXpaHMJACh JHM OHA, a I[JIABHOE: YTO NOAyMAalT O Tebe
OKPYKAIOIIHNE JIFOJIU, KOTOPhIE HAWIYT W YBHIAT 3T0. HailTu mHPOpMAIHIO MHOTO JIET CITYCTS
CMOXeT JII000# - Kak U3 JOOphIX MOOYXKIEHUH, TaKk U C HaMEpeHHEeM MPUYUHHUTH Bpeld. ITO
MOJKET OBITh KTO YTOJIHO.

OcHOBHBIE COBETHI 110 3alIUTe HU(PPOBOI permyTalum:

1. ITogymaii, mpex e yeM 4To-TO MyOJIMKOBATh U MEpeaaBaTh y ceds B 6yiore Wiv B COLUANIbHON
ceTH;

2. B mactpoiikax mpo¢uis YCTaHOBH OTPAaHHWYEHHUS HAa INPOCMOTP TBOETO Mpoduis u ero
COJIEPKUMOTO, C/IeIail ero TONIbKO "1JIs Apy3ei";

3. He pa3memaii 1 He yka3biBail MHPOpPMAIUIO, KOTOpas MOXKET KOTO-TH00 OCKOPOIATh WU
0o0nXaThb.

ABTOpCKOE PpaBo

CoBpeMeHHbIE NIKOJBHUKH - aKTUBHBIE MOJb30BaTenu udpoBoro mpocrpancTBa. OIHAKO
JAJIEKO HE BCE 3HAIOT, YTO MOJB30BaHWE MHOTMMHU BO3MOXKHOCTSMHU IUGPOBOro Mupa Tpedyer
cOOIOZICHHSI TIPaB HAa MHTEJUIEKTYaIbHYI0 COOCTBEHHOCTb.

TepMuH "MHTE/UIEKTyajdbHasi COOCTBEHHOCTb' OTHOCUTCSI K  pa3jIMYHbIM  TBOPEHUSIM
YeJIOBEYECKOr0 yMa, HauMHas C HOBBIX M300pETEHMI U 3HAKOB, 0003HAYAIOIINX COOCTBEHHOCTh
Ha TPOAYKTHl W YCIyrd, W 3aKaHYMBasg KHUTamH, ¢ororpadpusmu, KuHOPUIBMAMU U
MY3bIKaJIbHBIMU TTPOU3BEICHUSMH.

ABTOpCKHE TIpaBa - 3TO MpaBa Ha UHTEIJICKTYaJbHYI0 COOCTBEHHOCTh Ha MPOU3BEICHUS HAYKH,
JUTEpaTypbl M MCKYCCTBAa. ABTOPCKHE IpaBa BBICTYNAIOT B KayeCTBE TapaHTUU TOTO, YTO
MHTEJJICKTYaIbHBII/TBOPUECKHUI TPy aBTOpa He OyAeT HAmpacHbIM, JacT €My CIpaBeIIUBbLIC
BO3MOXHOCTH 3apa00TaTh Ha pe3ylbTaTaxX CBOEro TpyZa, HOJYYUTh U3BECTHOCTb U NMPHU3HAHUE.
Huxkro 6e3 pa3pelieHus aBTopa He MOXKET BOCIIPOU3BOJUTD €ro MPOU3BEIEHHE, PACIIPOCTPAHSITD,
nyOJIMYHO JIEMOHCTPUPOBATh, MpOJaBaTb, HWMIIOPTUPOBATH, IYCKAaTb B MpPOKaT, MyOJIMYHO
UCIIOJIHSATB, IOKa3bIBATh/UCIIOJIHATE B AQUpe Win pazMeniatsh B UHTepHeTe.

Hcnonp3oBanne '"muparckoro" MpOrpaMMHOTO OOECHEYEHUS] MOXET MPUBECTH K MHOTHUM
pUCKaM: OT TOTEpPH JaHHBIX K TBOMM aKKayHTaM J0 OJIOKMPOBKM TBOEIO YCTpPOMCTBa, Iie
yCTaHOBJIEHA HelerajibHas nporpamma. He cTouT Takxke 3a0bIBaTh, YTO CYIIECTBYIOT JieTadbHbIE
U OecrlaTHbIE IPOrPaMMBbl, KOTOPbIE MOXKHO HAWTH B CETH.

O noprane

CeteBnuoK.p¢ - TBOH INIaBHBIA COBETYMK B CETH. 371€Ch Thl MOXKEIIb y3HaTh O 0€30MacHOCTU B
CEeTH TIOHSATHBIM M JIOCTYIHBIM SI3BIKOM, a TPU BO3HUKHOBEHMHM KPUTHYECKOM CHUTYyaIluu
0o0paTUThCS 32 COBETOM. A TakKe NMPUHATh Yy4acTHe B KOHKYpPCax M CTaTh CaMbIM LH(PPOBBIM
rpakJTaHUHOM!



